Setting up a spam filter (1.3020)
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1 Purpose

The purpose of this scenario will to show you an example on how to create a spam filter. 

2 Key elements

The key elements that will be used for this setup are

· Several SPAM messages

· Creation of a filter

3 SPAM Messages

First thing to do is to investigate how a SPAM message looks like. Several elements can identify unsolicited email.

3.1 Different destination address

In a lot of cases a spam message is not directly sent to your address. For instance if one of your friends sends an email to you he/she will put your exact email address either in To or the CC field. An example of such a spam email is 
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An example of a message more likely not to be spam could look like
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3.2 Containing specific words or sentences

A lot of spam messages contain specific words that immediately identify them as being spam. Examples of such words or sentences are

· Get paid

· $$$$

· This is not SPAM

4 Creating the filter

4.1 Create a new filter

All you need to do is to create a filter that …

(1) Identifies the spam messages
(2) Deletes it from your POP server and PSAR database
(3) Sends a reply back to whoever sent it to let them know you do not which to receive their email
(4) Logs all spam messages in a log file for later reference (not required)

Click the Filters button on the main program window
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On the filter definition panel click New

[image: image4.png]Create New from | _ Copy Reply settings from
New Up | Down |  Delete




Enter a new name 
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4.2 Position of the spam filter

At the bottom: Depending on what you want you can position the spam filter anywhere on the filter stack. If you want to make sure that your normal filters get a chance to see all messages before they get to the spam filter you need to position the spam filter at the bottom of the filter stack. This will make sure that the spam filter won’t kill important messages. 

On top: If you really are sure that you first want to screen incoming message for spam put the spam filter on top of the filter stack. We do not recommend doing this because the spam filter might kill important messages.

Use the Up and Down keys to position the spam filter
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4.3 The advanced filter formula

To create the spam filter we will use an advanced filter instead of a simple filter. To use advanced filtering simply click on the advanced filter tab
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In that window we will insert the formula specially written to identify spam messages. Our beta support guru Terry has been watching spam email and has defined following formula

[source] like ‘*$$$*’
or
[to] not like ‘*@mycompany*’
or 
[source] like ‘*this*is*not*spam*’

Cut and paste above formula into the advanced filter section and click the Test button to be sure that the syntax is correct. Do note that this is a basic filter that you will need to refine yourself as you identify the characteristics of spam mail you receive. 

4.4 The reply to the spam email

To let spammers know that we would like to be removed from their mailing list we will reply to each and every identified spam email with a polity (up to you) reply. A suitable  reply could be
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4.5 The additional settings

Set the settings of the additional settings section as follows
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Do not reply: not selected because we do want to reply to the spam email with above message.
Del from POP/Del from PSAR: selected to get rid of the spam message
Bypass Repetition delay: to make sure that we reply to each and every spam email coming from the same source.

4.6 Logging for future reference

Just to make sure that can always check which messages PSAR identified as being spam (maybe PSAR identified an important message as spam) we can choose to log these messages to a text file. Later we can look through this text file looking for specific messages.

Click the Forwarding and actions button
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- Select the Forward and then the Other tab
- Click the Select button in the Logging File section
- Choose a name for the log file (e.g. spam.txt)
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Click Done on the forwarding and actions panel

Click Done on the filter definition panel

5 Notes

5.1 Logging not needed

If you do not want to be able to keep spam email for future reference there is no need to define the logging action.

5.2 Refining your spam filter

As you receive messages, which PSAR did not find to be spam, you can simply update your spam filter formula to include the new type of spam email you are receiving. There is no limit as how long the advanced formula can be.

5.3 Keeping a log of spam sources

As an additional action you can let PSAR put all email account identified as being a source of spam into a special mailing list. You could for instance call it Spam Source. To do that, create a mailing list called Spam Source (or whatever you like) and add an additional subscription processing action. 

- Click the Forwarding and Actions button
- Click on the Subscription Processing tab
- Highlight your spam source mailing list
- Click the Add button
- Click Done
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5.4 Additional info from Terry

Below is some additional info on spam filter (courtesy of Terry Coleman)

Spam filters are very personal arrangements, so it is difficult to set up a model, which will suit everyone.
This model begins with a filter statement that accepts everything, then sets up 'exclusion' and 'inclusion' zones. 
The inclusion branch (emails that you want) might be ones which contain your legitimate [to] address, but within that zone, we could have a exclusion subzone to reject spammers who send directly to your email address instead of to 'list@....". 
Likewise, in the 'exclusion' zone, we could have an 'inclusion' subzone for newsletters etc. that we don't want to reject, which are sent to 'list@...'

The filter could look like this - (matching brackets colour-coded)
(
[subject] like '*spam test*'      

. . . . . . . .(self test) 
OR
[from] like '*@*'                                      
. . . . . . . .(all email)
)
AND NOT
(
[to] like '*myrealaddress@*'                       

. . . . . . . . (your account name.  This is redundant if you already have your account
AND NOT                                               
trapped further up the stack, but it's good pactice to include it in case
(                                                             

you shift the filter in the future)
[from] like '*junk@unexcite*' 
OR
[from] like '*crap@xname.net*'                   

. . . . . . . .(these people have got hold of your real address and are sending spam)
OR
[from] like 'persistentbugger*@mycos*'
)
)
OR
(
[from] like '*lockergnome*'                   
. . . . . . (people who don't directly send to your account name e.g. to: list@
OR                                                                
but you want what they sre sending - newsletters etc.
(
[from] like '*spacemagazine*'                
AND NOT
[from] like '*spacepromotions*'               
. . . . . . . (these people send two - one was asked for, the other was not)
)
OR
[from] like '*langalist*'
OR
[from] like '*CNN*'
)
Add as many ORs and AND NOTs as needed within the bracket sets.
Once again, you have to be careful about where this filter is positioned within the stack. The best place is below all your specific [subject] like filters (the ones that a spammer couldn't hit with a shotgun even if he tried), but above your "general traffic' email forwarding filter.
The only filter below that again is usually your "everything else" safety net filter, which writes to a text file that you can check and zap periodically. 
